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data security, complex data analysis, SEO, and web/business technologies. I
also hold two United States patents in Social Media marketing technologies.
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Vice President, Sales & Client Management 
USI Affinity

 Greg has extensive experienced with insurance and cybersecurity in the
legal sector. Recognized as a thought leader in the industry, his background
also includes Commercial Insurance, Management, and more.
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Program Agenda

Your Cyber Security Playbook: 
Practical Strategies from Salerno to Sparta

MY18_0002

Cybercrime doesn’t take a vacation. 

Part 1: Your Cybersecurity Playbook: Threats, Strategies, & More
Part 2: Cyber Liability: Coverage, Underwriting and Claims

Part 1

1. What You’re Up Against

2. Common Exploits

3. Building Your Playbook

4. Review / Time For Q&A

Your Cybersecurity Playbook
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First: Why a Playbook?

… A Bit Of Context

“Before arriving at a solution, one 
should fully understand the 
problem.” 

– Ancient Proverb

Is The word “cybersecurity” the problem, or is 
it bigger than that?
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What You’re Up Against

At least half of the people attending this program will 
experience some form of cybersecurity breach next year. 

• The US Congressional Small Business Committee found that 71%
of Cyber Attacks happened in organizations with 100 or fewer
employees.

• Half of all small-to-medium sized US business had a
cybersecurity breach in 2016.

…conclusive data is still being compiled for 2017 & 2018.

What You’re Up Against

Why Is This Happening?
Modern Technology Provides Opportunities for Criminals.
• 70% of business communication happens over the internet.

What are criminals looking for?
• Any information which is considered PII (Personal Identifying Information) … and/or

anything that leads to direct financial gain. 

A Question I’m Asked Often: How Easy Is It To Compromise Email?
• Without added protection (2fa, encryption, etc.), email is inherently insecure.
• Basic logins are old technology, and every email makes a multitude of stops prior to

reaching its destination.



5

What You’re Up Against

All Of This Means, Essentially, You’re Always Under Attack
• Viruses & Malware
• Sniffers
• Ransomware
• Keylogging
• Social Engineering
• Unpatched Mobile Devices
• Email Vulnerabilities
… and more

Actual Hacking 
Attempts That 
Came In While 
Making This 
Presentation.

What You’re Up Against
The Easiest Starting Point? Virus & Malware Protection.
A wide variety of malware and virus protection programs are available, and incorporating virus and 
malware protection into your workflow is simple & effective if done correctly.

Pervasive use: Install on all devices used regularly

Automation: Set the programs to run automatic scans at regular intervals (DAILY) 

Updates: Always install new updates to make sure you are protected against the most 
recent threats (DAILY) 

A Note on Email: Email is at the intersection of a massive amount of risk. As the number one 
business application that organizations depend on for communication, it’s also the number one 
attack vehicle for cyber criminals. 

Despite significant investments in your security defenses, attackers will attempt to infiltrate your 
organization through targeted and advanced techniques.
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What You’re Up Against

Sniffers & Pineapples: External & Internal Threats 
Sniffers & Pineapples collect your data (like “Phone Tapping”).

• Easily installed on networks or wherever
there’s free WIFI

• Victims generally don’t realize until
weeks/months later

Example locations of use: 
– Offices/Streets
– Airports
– Hotels
– Coffee Shops

- DEEP DIVE ON SNIFFERS & PINEAPPLES -

Normal Network Connection 
Network 
Gateway

What You’re Up Against

Spoof or Pineapple
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An SSID is the formal name for a 
wireless network. 

Examples are: 
– HiltonGuest
– Starbucks
– CableWiFi
– OptimumWiFi

What You’re Up Against

SSID, are you there???
hiltonguest…
Starbucks…
CableVision…
Optimum…

Constant “Probing” 

What You’re Up Against
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A
C. Devices Probe 
for Known SSIDs

[A] A 
Pineapple 
returns any 
SSID it 
detects in a 
Probe.

What You’re Up Against

Pineapples Claim To Be ANY SSID They Hear…
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This is the first screen you see 
when you turn on a pineapple. 

No real hacking skills are 
needed – it works right out of 

the box. 

What You’re Up Against
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What You’re Up Against
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What You’re Up Against

Question?
This is interesting, but how is this 
relevant to Cybersecurity Playbooks?

Answer:
• The #1 Cybersecurity Strategy is Education &

Prevention.

• Effective cybersecurity requires the support of
everyone.

What You’re Up Against

Ransomware, Malware, & More…
Ransomware: 
Malicious software which infects and restricts access to a computer until a ransom is paid.

Ransomware poses multiple threats for covered entities:
• Loss of data to facilitate day-to-day working.
• Even if data is recovered, copies of the data can result in fines & negative publicity.

Malware spreads quickly by design:
Started in 2017, WannaCry accounted for 45.3% of all ransomware.

Losses can be staggering:
Experts estimate the total global losses from the recent WannaCry outbreak alone cost $4 billion –
much of which could have been prevented with education. 
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What You’re Up Against

Keylogging – The Ultimate Spyware

Originally designed as a development tool 
for client feedback and improvement 
projects

Criminals lay in wait silently in background, 
typically exhibits no obvious symptoms  

Sends copies of every keyboard keystroke 
you input to the originator of the malware

“Smart Devices” 
• Alexa
• Google Home
• Siri
• WiFi enabled lights,

thermostats, etc…

Common Threats

THE FUN STUFF:
Connected Devices = Massive Security Risks
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What You’re Up Against

Social Engineering
Social engineering is the 
psychological manipulation of 
people - into performing 
actions or divulging 
confidential information. 



14

What You’re Up Against

What You Probably Already Know: 
Social Engineering/Phone Scams/Email Scams

Check the name and email address 
of sender for accuracy.

1. Do not open any emails from
unknown senders or with 
suspicious titles, obvious spelling 
mistakes, etc.

2. Where an email appears to be
from a known person, click on the 
email address to ensure it’s not 
hiding a false address.

Common Threats

Social Engineering: The “Helpful” Nature of Humans
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If you find a USB drive in your lobby or elevator, would you pick 
it up and insert it into your computer?

- Suppose that it’s something important and someone 
dropped it? 

- Even if you can’t find the owner, is it something you might 
personally want to have?

The odds of it being something malicious are astronomically 
high, right?

Common Threats

Social Engineering: The “Helpful” Nature of Humans

Researchers from Google, the University of Illinois, and the University of Michigan 
dropped 297 USB Drives in strategic locations. 

They found that 48 percent of the drives were picked up and plugged into a 
computer… some within minutes of being dropped.

RESULT: Half of all people plug in USB drives they randomly find.

– “There’s no device known to mankind that will prevent people (from being
people)” said Mark Rasch, director of network security and privacy consulting
for Falls Church, Virginia-based Computer Sciences Corp. (CSC)

Common Threats

If you think your team might not do this, think again..
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Mixed Methods Hacks – Phone & Email

– Hello, I’m from “X Corporation” –
can I speak to your accounting
department? We recently changed
our accounting software OR
address, and I need you to update
our information.

Best Security Practice: 
Call a trusted contact to verify ANY 
major payment changes. 

Common Threats
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THE TOP THREAT

Cybersecurity Is 
Equally a 
Technology Issue, 
and… 

… a People Issue.

Common Threats
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The Playbook

How Do you Stay 
Protected?

Develop A 
Cybersecurity 
Playbook To Keep 
Everyone On The 
Same Page
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• Equifax Didn’t Have A Good Plan In Place
• One of the worst hacks in history – 143 million Americans, or just

over ½ of the US Population, including 209,000 valid credit card
numbers.

• Scrambled badly – didn’t actually follow up on any of the issues that
were exposed.
– Timing – The hack occurred in May, but it wasn’t shared with

customers and the public until July 29th.
and…

The Playbook

Why You Need It: A Cautionary Tale
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The Playbook

• Nobody knew what to do – there was no playbook.

• When the calls started coming (as they always do), nobody knew what to
say – key staff wasn’t educated.

• There was no clear understanding of the obligation they had to report the
hack.

If there was a plan, nobody knew what it was. 

How Did This Happen?

The Playbook

1. Have A Written Plan & Make Sure Everyone
Understands What They Have To Do

2. Key Components Of Your Plan
3. Additional Considerations

Don’t Become Another Bad Headline
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• Make sure to budget for annual
upgrades, updates, and the 
unexpected.

• Be ready – create a step-by step 
flowchart of who you’re going to 
contact when, and what everyone’s
roles are if you have an emergency. 

• Know what your responsibilities are 
regarding alerting customers / 
members in the event of a breach 
(and compliance issues), and make 
sure they are included in your plan.

• Work with cybersecurity experts 
and staff ready to critically evaluate 
your position annually and be on 
call if you need them.

1. Build a Good 
Team

2. Understand 
Your 

Responsibilities

4. Have a
reasonable IT 

budget in place.

3. Have a
“Playbook” 

handy incase 
you need it. 

4 Steps to Building an Effective Cybersecurity Playbook

Your Playbook: The Strategy

The Playbook

The National Institute of Standards & 
Technology (NIST) supports the following 
cybersecurity framework to prevent, detect, 
and respond to threats against a computer 
system and its information.

Where Did This Strategy Originate?
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A Closer Look At The FISMA-NIST Cybersecurity Framework

Identify Protect Detect Respond Recover

• Asset Management

• Governance

• Policies/Standards

• Compliance

• Risk Assessment

• Risk Management

• Awareness &
Training

• Access Controls

• Data Security

• Information
Protection
Processes

• Change Control

• Protective
Technologies

• Security 

Continuous

Monitoring

• Anomalies and

Events

• Detection

processes

• Response
planning

• Communications

• Analysis

• Mitigation

• Improvements

• Development of
Incident 
Response
capabilities, 
tools, and
technologies

• Recovery 
planning

• Improvements

• Communications

The Playbook: The Strategy

*Assign Response Team
members to each take 
one aspect of this model.

The Playbook

1. Form Your Team:
Assemble a “response team”, and assign roles and responsibilities to every member based on the NIST Framework. 

Meet monthly. 

2. Identification: 
Know your assets (computers, laptops, phones, etc.) and make sure someone is responsible for them (inventory).

3. Classification:
Know what data you have on those assets (different classifications of data require different protection methods).

4. Establish Access Controls:
Know who has access to assets and data.  Providing access to only those who need access for work purposes with 
criteria established and an annual review (Authentication, pins/passwords, signed user agreements).

5. Obligation Assessment: 
Conduct an “obligation assessment” of required whatever obligations you face regarding breach and notifications. 

6. Incident Response Plan:
Develop written plan with roles, responsibilities and reporting criteria, should an incident occur.

Cybersecurity is a shared responsibility – everyone, at every level, is an important piece of the puzzle.

How To Build Your Playbook



25

Areas Where Teams Often Fail:
– Review your data backup strategy, and the length of time you keep your

backups, regularly (minimally monthly).
– Review any threats the organization should be aware of daily/weekly.
– Schedule monthly emails from the team to everyone in the organization to

remind them of present threats, and how to stay safe.
– Schedule at least annual threat assessment, resilience review, and security

review
– Outside of your response team, make sure to educate ALL staff on what to do

(what to do when you get that call…)

Other Key Factors That Can Make Life Easier
– Have key phone numbers handy – along with emergency contact information.
– If there are industry-specific requirements you need to adhere to, make sure

they’re documented somewhere and you’re monitoring them.
– Update your playbook every year, or more often as needed.

The Playbook

The Actual Plan
Your Written Plan
1. List the names of the members of your team names (contact details, roles and responsibilities within the team).

2. If possible, include a simple diagram of who does what/contacts who in the event of an emergency. 

3. Outline your policy for reporting an incident (only comes from Communications department, etc.).

4. Incident assessment (including when to call a vendor, and whether forensic evidence gathering is required).

5. Incident countermeasures (server/workstation/network isolation, invoking a disaster recovery plan or business continuity 
plan, evidence gathering, managing media reports and public relations, involving external parties as necessary including 
the police and forensic investigators)

6. Identifying corrective actions (detailed incident review, project and budgetary plan to implement corrective actions, can
include company policy and procedures, training, hardware, software etc.),

7. Monitoring corrective actions (to the point where the incident team believes that the incident can be closed. A report
should then be prepared for file and a summary report prepared for distribution to Senior Managers and the Board).

8. Additional communications. 
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A Few Tips

Create multiple, redundant backups of all 
critical and sensitive data and keep them 
stored off the network in the event of a 
ransomware infection or other destructive 
malware incident. This will allow you to 
recover lost files, if needed.

A Side Note On Backups: Frequent Backups Are Vital

• Never use the same login/password for personal and business matters
• Never use the same login/password for multiple websites
• Never use personal information in a password or username if you can avoid it

But, Do….

• Use multifactor authentication.
• Don’t make your passwords and logins so challenging and change them so often

that you have to write them down on your desk.
• Protection software is VERY strong – human trust and limitations are the biggest

issues.

A Few Tips
A Side Note On Backups: Frequent Backups Are Vital
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Review

Key Steps You Need To Take

1. Monitor/Understand Your What You’re Up Against
2. Educate Your Workplace/Family
3. Have A Written “Playbook” or Plan
4. Designate Key Responsibilities
5. Update Your Plan As Needed
6. Educate Your Workplace/Family … Again!
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Questions?

Questions?

Thank You!

Thank you for attending. Please let us know if you have any questions.
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USI 2018 Cyber Presentation

CYBER LIABILITY: 
COVERAGE, UNDERWRITING AND CLAIMS
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Greg Cooke
Vice President - Professional Liability
USI Affinity

Presented by:
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• Why Law Firms?

• Why Are Small and Midsize Firms Targeted?

• Data Security Gaps

• Insurance Coverage Gaps

• What Does Cyber Insurance Cover?

• What is NOT COVERED by Cyber Insurance?

• Claims Statistics

• Demand and Drivers for Cyber Insurance

• Critical Coverage Issues

What Will We Be Covering?

|  60
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• Why are law firms at risk?

• Rich collection of confidential information

• Security vulnerabilities

• Frequency of law firm data breaches

• Lack of reporting requirements

• Lack of technology sophistication

• Failure to detect a breach / breaches are reported

Why Law Firms?
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• Small and midsize businesses (SMBs) are the principal
target of cybercrime.

• Based on one study, 60 percent of all targeted cyberattacks last year
struck SMBs.

• SMBs are easier targets than larger organizations.

• Many SMBs lack sufficient resources and in-house expertise
to address cyberattacks.

• It has been estimated that half of the small businesses that
suffer a cyberattack go out of business within six months as
a result.

Source: U.S. Securities and Exchange Commission, “The Need for Greater Focus on the Cybersecurity Challenges Facing 
Small and Midsize Businesses,”  2015.

Why Are Small and Midsize Businesses Targeted?

|  62
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• Lost or stolen devices

• Wireless access

• Staff training

• Insider threats

• Cloud computing

• Encryption

• Lack of patching

Data Security Gaps
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Insurance Coverage Gaps
Property General 

Liability 
Crime/Bond K&R E&O Cyber / 

Privacy 

Theft/Disclosure of private Info

Damage to 3rd Party's Data
Privacy Breach Expense 
Media Liability (electronic content)
Technology E&O
Confidential Corporate  Breach 

Physical Damage to Data

No Coverage:
Limited Coverage:

Coverage Provided:

3rd Party Privacy/Network Risks

Employee Sabatoge
Extortion or Threat
B.I. Loss from Security Event
Denial of Service attack
Virus/Hacker Damage to Data

1st Party Privacy / Network Risks

Virus/ Malicious Code Transmission 
Regulatory Privacy Defense/Fines 

Traditional Insurance Gaps to name a few: 
• Theft or disclosure of Third Party Information – GL
• Security & Privacy – “intentional act” exclusion – GL
• Data is not tangible Property – GL, Prop. and Crime 
• Bi/PD Triggers – GL
• Value of Data if corrupted, destroyed or disclosed – Prop & GL
• Contingent Risks from external hosting, etc .

• Commercial Crime policies require “intent” and only cover “money 
securities and other Tangible Property” 

• Territorial Restrictions
• Sublimits or long waiting periods applicable to any virus coverage 

available – Prop. 

© 2018 USI Affinity. All rights reserved.
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First Party

Other Business Costs

 Business interruption

 Data repair 
/replacement

 Cyber-extortion

 Social Engineering

First Party

Breach Notice Costs

 Forensic Investigation

 Crisis management/PR

 Notification costs

 Credit monitoring

Third Party

Civil Lawsuits

 Consumer class action

 Corporate or financial
institution suits

 Credit card brands

 PCI fines, penalties, 
and assessments

Third Party

Regulatory Actions

 State AG investigations

 FTC investigations

 Health & Human
Services – OCR
(enforcement arm)

 Foreign Privacy Entities

Cyber Liability

What Does Cyber Insurance Cover?
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What is NOT COVERED by Cyber 
Insurance?

• Theft of Corporate Intellectual Property or Trade Secrets

• Brand Damage

• Loss of Future Revenue

• As in the case of Target, for example, if sales were down due to
customers staying away after data breach

• Negligence/Induced Incidents

• Nation State Attacks (excluded)

• Improved IT Security Measures (post breach remediation)

• Physical Damage

© 2018 USI Affinity. All rights reserved.
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Claims Statistics

Source: NetDiligence 2017 Cyber Claims Study
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Claims Statistics

Source: NetDiligence 2017 Cyber Claims Study

• 27% - Hacker

• 16% - Malware/Virus

• 12% - Lost or Stolen Device

© 2018 USI Affinity. All rights reserved.
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Claims Statistics

Source: NetDiligence 2017 Cyber Claims Study
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Claims Statistics

Source: NetDiligence 2017 Cyber Claims Study
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Demand and Drivers for Cyber Insurance
Demand for Cyber Insurance
• Most insurance carriers have reported experiencing an increase in demand 

• Need for additional capacity

• Policy terms and conditions are broadening 

• Additional sublimited coverage being offered

Drivers for Cyber Insurance
• Privacy Notification Laws 

• News of cyber-related events

• Board/Sr. Management

• Increased education

• Experiencing a cyber-related loss 

• Contractual obligations
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Critical Coverage Issues

• Choice of counsel

• Choice of third-party vendors

• Delete exclusions

• Lack of patch upgrades/unencrypted data/devices

• Incident caused by a third-party vendor

• Allocation of coverage between necessary remediation costs and
relative upgrades

• Extra costs incurred due to complying with a government order to
take (or not take) certain actions to stop the incident

|  72
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Greg Cooke
Vice President- Professional Liability

USI Affinity
One International Plaza Drive, Suite 400 
Philadelphia, PA 19113

Greg.Cooke@usi.com
610-537-1446

Contact Information
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